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What Gap?

* Homeland Security: National effort
to prevent, reduce vulnerability,
minimize damage, and recover from
terrorist attacks.

* Homeland Defense: Deter, prevent,
defeat, and mitigate threats to the
nation and aid civil authorities in
times of crisis.
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Reframing Our
Approach

* NotJust a Military Problem: Whole of
Government and Industry Problem

* Foreign and Domestic Focus
* Leverage Science AND Art

* Free vs Controlled Data Flow: Is it worth
the risk?

e Collective Effort: Eliminate Current
Silos

* Expanded Authorities

Cyberspace

Maritime




What Now?
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INCREASE TRUST SHARE CYBER DECREASE RISK TO
CAPABILITIES INFRASTRUCTURE



Together, We
Secure
Kentucky

Emergency Support Function (ESF) 17:
Cybersecurity

In the event of a significant cybersecurity incident,
ESF17 provides a centralized entity for responding to
a cyber incident that affects the Commonwealth of
Kentucky.

ESF 17 provides a means of defining, specifying, and
maintaining the functions and resources required to
ensure timely and consistent actions,
communications, and response efforts.

ESF 17 ensures appropriate coordination and
inclusion of necessary state, federal, and local
agencies, and private industry, to minimize the impact
of a cybersecurity incident.

Lead Agency: Kentucky Office of Homeland Security




KYCRI MISSION STATEMENT

The Kentucky National Guard Cyber Resilience Initiative (KY CRI) builds trust, cyber
resiliency, and shared cyber capabilities and knowledge across public and private
sectors through operating along four lines of effort.



What We Do

Federal Mission: provide cyber capability to combatant commands as required. Support Department of Defense
Information Network (DODIN) compliance requirements to enable operations and readiness across KY.

Domestic Operations: train, advise, and assist requests to provide an enhanced defensive cyber capability
to critical infrastructure owners.

Community Outreach: conduct engagements in the community to increase awareness of National Guard
cyber capabilities and foster disaster preparedness.

Partnership Building: partner with academic government, private organizations and partner nations to
exchange knowledge and information.




KYNG CAPABILITIES

* Army and Air National Guard Cyber and Signal assets
o Satellite Tele-Communications
* HF Radio

* Mobile Internet Connectivity (Mobile & Satellite)

* Many members of the KYNG hold cyber/IT positions in
their civilian jobs. They combine an intimate
knowledge of leading-edge technologies from the
private and public sector with a deep appreciation of
cyber attacker’s tradecraft that comes from a
combination of civilian and military experiences.



Building a Cyber Network for the Future

* Provide Education to e Provide Advice and e Provide On-Site
Technical Workforce Recommendations Assistance During

 Host Table Top on Cybersecurity Cyber Incidents
Exercises for users, Practices e Provide Cyber
managerial, or e Recommendations Assessments to
technical staff for Hardening Better Secure

e Provide user training Physical, Network, or Networks and Data
specific to cyber System

practices Environments



CYBER BLUEGRASS
2025

November 4-6 2025 - Boone National Guard Center, KY,
Murray State University Campus, and University of Louisville
School of Engineering.

* Training: Training is available 27-31 October

* Lead Organizations: Murray State University, The University
of Louisville, & KYNG

* Host on Murray State University Cyber Range Environment

* The goal of Cyber Bluegrass is to leverage partners and
resources across multiple public and private entities to
establish a framework for cyber related disaster
preparedness and response across FEMA Region 4 through
building trust, cyber resiliency, and shared cyber
capabilities and knowledge.

Cyber Bluegrass 2025




Support Requests

Requests for Support under a declaration of
emergency come from local Emergency
Managers through the KYEM system of record,
WebEOC

Request for support NOT under a declaration of
emergency are routed directly to the KYNG
Cyber Initiatives Team. We will work with KYEM
to ensure requirements are input into WebEQOC.

kyngcyberinitiatives@army.mil
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